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(54) CIPHERING SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To distribute a common cipher key used to 
decipher data of a ciphered DVD-ROM with a simple device and a simple 
procedure securely. 

SOLUTION: A terminal 1 is provided with a DVD-ROM driver 1 1 , a 
means that sends a key data request to a center device via a 
communication channel, and a means that decodes a ciphered common 
cipher key based on a combination of a part of burst cutting area(BCA) 
data and a membership number. A center device 2 is provided with a 
means that retrieves a user database 23, in response to a key data 
request to authenticate the user, a means that retrieves BCA data base 
21 to obtain BCA data for the user, a means that obtains the common 
cipher key by retrieving a key database 22, and a means that ciphers the 
common cipher key. based on the combination of a part of burst cutting 
area BCA data and the membership number and transmits the resulting 
key. Since the combination of a part of burst cutting area BCA data 
already distributed and the membership number is used for a key to 
cipher the common cipher key, the common cipher key is ciphered 
securely with a simple device and a simple procedure, and the resulting 
key is transmitted. 
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umm i ] x-^sa^flsrax-^asHtaa 
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A. 



aEa^-^aaaaa. ^E-n-encH^r&iiffH* 
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mmf- ? ^-x z&rn u t waa*^- * k** *r 

^©Bf^b^n^-^^MT&B&^-^Sg 
7.^^ ITf-^ pJfgTS D . 

m*m*m ^Tm&m&znfty*-? set ^ts ltii 

[0 0 0 1] 

#tc, DVD-ROM0BCA (Burst Cutting Area) 
[0 0 0 2] 

[**£*©&#*] CD-ROM^DVD-ROM^t'Cr 
j3SW/<£&«lc:fto TffiSt Lfc D V D - R O MBf^t ->X 

[0003] 4iw»«#^sc»c«ko*ai«^ii*Bi»-r 

T. 3.— tfA^3— tfB^6*a«f^l***>5-f >T* 
^n^CT"— ^tt. 3.— tfA©^7C (DVD-ROM) \Z 



[0 0 0 4] (1)3— *fAfr*>=L— y-'BlCMLT^aBt 
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(l-4-l)f&®HS:*&ijftLT^£ I C#— K151;:*fLT3 

— If A\ZAXV— K£A#£i*£o 

(1-4-2) I C#— HU— ^UteAX?— h*j&*IELl^<2f 

(1-5)3— tfACDfMHfcSffllrVC, /\y->j.ttfc**LT 

(A-Kt^tX*) I3«a»&»<&. 
(1-7) i-lf B ®^Wil*KM»5fiff ir - 4 & 

<->«•£>,, 

(1-8) 'J ;7XX bm<Dffim£m£iZMLTZi-*fB<D'jk 
Wfc&ffll^TR S APf^bSfrfc^, 3.— !fA0D^M» 

[0 0 0 5] (2)0.— tfB**3— tfAsfe&OU £rx* h 
©^SE£frfc 5 = 
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(2-2)3— tfB©a»Mi* I C*-K25*^M^-tilTo 
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(2-3)3— !f BO&fMtefflfriT. 'J i'XT HffltOfiMR 

(2-4)/V.y->;3.B8&£ffllvr'J ^XX hffl©«^*>e>A 

(2-5)3— tfA©**fC*HxT, 3— !f*A©&HSi£ffl 
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>^-404iMil*ffll>TiEatt**BL. 3— tfB© 

(4-2)3— »f A ©|&&Si£ I C#-F15^ Soffit". 
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fttelfrtMHC. 3-ifA©^^TBg^fcLfc$ST*S 
ttLTfe<^tt. *SWBt©I^*(Ct>©X.?.n%o 
[0 0 0 9] 

mwtmikLjioL-rzwim] b^u ^©^imc* 

©i>Mit©IEa^^.SEbfe5^^^o 

\Z «. ±§B© ct 5 (C I C * - K & E iz&m b TAX 7 - 

mm (tziixui c*-ku-^) ^si^s. d© 

[0 0 10] $5,tC, ^©^lii^ltSx-^^i:^ 
lc#T3£:i:^(B A©«<m0i©WS©2:£14lc&?? b 

n©(@A©«atg^{r^©^tt^*$n^) t us 
[ooii] ±aaowH*»*u. «fsg 
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(cJcD. lE^*©&#@Wtif*S£B£^li<hbT. flU* 

& se t mm-??-? b tsi* £ t s . 

[0 0 13] &fz. mtfDVD-ROM^X^A^© 

^m*m% -t>?-mm\z, bcat-^^-x^ 

ibta- tf©BCA^— ^^Sfgi:, BCAf 

^figt-r^o ^©ck^^figfr^^ttCctD. sftm 

*©DVD-ROM©BCA^— ^SrRf-SflttbT, W 
5= 

[0014] sfc. T-zmmtrnw l «^.«dvd 

[0 0 15] Sfc, Bg^-^^M&S (> {S]X.«DV 
D-ROM->7,fAf©a*£i) iC, 

•t>?-mmizm2>^&zmv* -t>?-mm\z, 
a 5 s - ^ T^jiss^-si^BS^t: b xmrnr % ^a t saa 

[0 0 16] &.tz, «ajx.«DVD-ROM->7.5"A^© 

•fe>^-s«»c, BCA7 :: -^©-gB<i:3— tfmmmm 

[0 0 17] $.tz. MtfDVD-ROMyXfAfffl 

±>?-mm\z. BCAy'-^iz^^ti^m^mii-M 
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BlcKtfir&^&^J: o \Z L-fc.LT, ^(-x-^SrRf^ 
itVxm&Zt&X&Zo 
[0 0 18] 

«. ^n^nizmmrmtemmmmzmTZBjMmm 

*-x&&mLTi®&7 : -?mmzttfo-rz>Mitmmm 
m^ntcy'-^^mm^m^m 

x\ ffimtummt^mxT-* z&mk Lxmz z. t# 

[0 0 19] *fg^©»*3S2fcgS«Lfc56Wtt. 

Hfjffi^*SBtt« ^n?n\zmmtmtemmmm 

T**?.BCAf-^^ ; lt2.DVD-ROM5SltS 

x-*g#£iWlBi:>*--8Btc£!S¥a£, 
WIH-t > ^ -Sfij&»£» Sft L fc x- * £ fflTG B C A 
^Tfi^^atSix. W5Bir>^-gfi«, DV 

d - r oM^n^nt'sw^c b c a-t— * ^^«-r-5 B 

CAr-^^-Xt, mJfBx-^-X£&3?SLTmIfB 

^^tifcx-^^rfiiaB c A^-^x^mtLxmm-r 

Z^&hZmtt1%^kDVD-ROMi/XTAX'$> 
0, SB^^-CDBCAx-^^Bf^ftt'rSCtT, ffi 

[0 0 2 0] *5B93©W#«3fclB*LfcBijll«:, 5 s - 
2&S«a«We&D. fffle«Htx-*»WE£Btt. 



T2±*mm?z^-^zm?&mm&wm-?2>3.-*fy i 

-rS^-Xt. ffilSBx-^S^tCiS CTffiB:i— if x- 

*"*-***«s uTiwfiartf^-^^ttKBODa— tf * 

at. s*^n^x-^^BfriB^@wi«#TBt^{bL 

mfrvBCAT-irzmm&t-r&ztx, mmumm. 
t^mx3-—*f*m&LX7 : -5> bxmz z. <t 

[0021] *5£w<Dm$tm4izmmvti5£wiz. x- 

»x-^S*^HfllBx-^fit^SB(c 
i£.&¥R£. MSBx-^Bt^kSBd^SmLfc^x- 

-^mmtrnwiz, ^mmz^m^tnt'tazmmrm 

£^ Lxm&mT-fmmzttfo-rzmfr 
mmmm&#sb2>^&t. msb»x-^^-x*^l 

<h. HftlB^@*1f$gTmffB*ffii)t^ii^BS^bL^fe 

■sctT, ffimfemmii^mxjkmmtm&m^tisx 
[0022] 5 fce*Lfcf8W4. x- 

a&SBtf^Urc* 0 , flftiBi«^x-^*B*S«tt. -til 

t. *l«S^at5if-5"<-Xt, HfrlB«^@* 
WfSx- ^ ^-X L TfiESix- 9 (c*tf£;-r 
*i#H«««S*»5¥at, HiIIBIix-iS"<-X^ 
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mmt l tz % ©t* & mm?- * * mm-r s ^ © t £ 

B|Hf&£Bf^b LTiMS CI <h .h n 5 flUH 

[0 0 2 3] *%BJO|i^6fCK«L/i^«. X- 

^^^{tr^x-^Bt^b^at. ^©B&^b£tifc 
-if sasi-c * z.—*ftt&m n t *»*^t>«-*: *> © 

Tfl»T*^«fc***., ffJf2:r-^B£^bllB«, -sj 

cat- *©— tt££jureett&&fe-e-fc , b©£itfre 

[0 0 2 4] *«W©9!*S7»caattUfc56Wtt, x- 
«*at, fffli2x-*Bf^bg!B^£§ffiLfcx-*£ 
^bbTi3Hi-rS#©t*«^.felit^b->XxAT* 

»sstiica*s«*ffl^. a^, «^»«BB^saf*-© 
BCAT-fiz'SztiT^&'boi&m^zz.tT: mm 

5l:lfc±T, ^^^-^^Bg^bLTill^^.iiT&^T 



[0 0 2 5] *^aj©W*JS8{Cfe@L^BJ«. If* 
7 JcfE«©^BJtC*5V^T, — tt&ftT&*mii1fc^ 

^-^©Bt^bi^^bfClSLT, ^BSHBg^SlCiJ 
»**»a«Tmrefl;*fT£lr>. BB^^F*-©BCAx-^ 
JC#*nTV>S^BBSiT«^bSrff «fc p {cT-S H <t 

SB-^afcO-T* L • x-^©&^t^5?fc^£l#Bfc 
Lfc±T. gc£fCx-*£Bt^bLTiM3C:£#Ti*£ 

[0 0 2 6] KT, *5SM©HJfi©»fB»C"3V»T, 0® 

s#rb istetft>uffl\zMw?z><, *«MttetT© 
[0027] *5§Bj©sus©jKSi«, sg*^B*>e.*a 

3.— tf©BCAx-^£^ffiB£^$i£3j<#>. BCAf- 
*©^££J*#**fi*^fc>1*-&t>©T#ffll**Hte 

Bt^bbTigsiL, s*Sfi-e«. gfiLfcut^fbsn 

fc&jIB£^li£B C Ax-^W-gUt^MS^^ffl*^ 
toiirfc fc ©TH-frt -5 Bfr^fb DVD-ROMy7fAT 
*<5o 

[0 0 2 8] Bid *f£W<DnM<DM&<DmmtDV 
D-ROM~>7.xA©1i^^T0Ta5-g)<, 0 1 tCi5V> 
T. 3S*8Bltt, 3.— tfA©A-V^-;PD>tf^— ^ 
T*£. DVD-ROM K^-f^Ute:. DVD-ROM 
12£M*fcrjT»fiT*-5. A— h*x^X^^Bl3tt, 5 
« Lfc*jMHMKc f^LTfe < *a$K«fiBT* 
t>^-if 2(1 3— tfB©/-?-V^3>tro. 
— ^Ta&-5o BCA-DB21tt. t^TODVD-RO 
M0BCAf-^5;MlTJ&l>T-^^-Xti&l>. 
*x-3"S-X22tt. Tr^T©*aBg^gt£te$LT£> 
?,T-i"<-XT^2). 3— tfDB23«, £c*#^ (3 

CAtc^$n^«« (M*.HE8M0>4"r hJHf#S) ©*t 
J^^M&lWSftT^ST*— XT?**. *7h7 
3 tt. 3 — tf A £3— tf B *«*«BlH||6^>-f 
b&<t:©ii{H[E]iggT*£. 
[0 0 2 9] 3-lfDB^tS^LT**^}*. 
MfE*^lc{BJ^K^$n«.t)©lr«fj:<» *->Xfi5: 
f iJfflT*jBB©3— if j&iiES \zmm-r:Z $S^@S L 
Tti-5t.©T-*n«=t<, fiajxJi. -€-©3— tfSr^S • 

(3— tffttsijwffi) t-€-©3~ mzm-f 
*HT*««a:©»*a«s*j«awT***. t>^a^ 

[0030] 122 BCA (Burst Cutting Area) <D 
IftBJiaT*3. BCAfl DVD-ROMt-<X?©I 
fam<D h^ u/^(ClE©^nfcl2~188A'< r-©x— 
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0\zmm2tl2> : b<D-T:$>2>. BCAf-?ll DVD® 

£>T&5, BCAJCOI^Ttt. #JX.f4\ TDVDCORO 
Mf-fXi' ^©f@»J1* $Bfefi*&fl5 B C A (BurstCut t ing 
Area)j (National Technical Report Vol.43,No.3 Ju 
n. 1997 pp. 290-297.) \ZM\^<W^tiX\^, 
[0 0 3 1] ^ ©DVD-ROMv'XxAtC&l^T. 

T, 3.— tfA^OL— tfBfr^ *iiBt#lt^>7'f > 

ftS^ttfcx-^te, a-ifAOfS (DVD-ROM) 

a.— tfA«Jt^T^?>fccDi:T-5o 
[0 0 3 2] BCAI1 ^fc<it>«T©tfflR£*3rO. 

(a) ^-f MHt$B : i^DVD-ROMM hJl^ 

(b) ra^S'Jit^ : ttussft&ra-^ mkd+t©- 

(c) ^-^Bt^tlf^ : mm?-? (Z.Z.T'te3-- J tf\Z 

[0033] *iB«HHi*®sr*^>Be. ktwio 
(0 a.— *fA*»&i— y'Bfc^bT^aBt^ogitfte 

(1-1) DVD-ROMK7-f7llt\ DVD-ROM12 

(1-2) 3.—- tf A (C^t L TsMf • K©A:*j£: 
(1-3) U^XXhfflOtif^tLTOT^Xtif^ ^ 
[0 0 3 4] (2) =L— tfBWZL— tr*A^e.OU^XX h 

©BSE^frftS. 

(2-1) a— tfA^SW'J^XXhffl©^^, ^M* 
A°X7-h*^tttBL, 3.—- tfDB23©^*S^t/^ 

(2-2) 3— tfAd><=>©U?XX HJH S. £M# 

23»^m#^-t5'-r h;mwa • mmmmmt(Dnmm 

t5>£. O.— tfAWODVD-ROM^tSui* 
[0 0 3 5] (3) a.— tfBtta.— tfAf'*fLT*aBt# 
(3- 1 ) n.— »f B « 'J xx h ffl ©tit $grt> -f >5* y ^ X 



«$8£#ItBU S8DB22^e, &£feK3RiH»tt&tt£ 

-rs. 

(3-2) -f ^^XtifSS*©^ MH»$g • (SgiJiSS'J* 
*£fl!^T. BCA-DB21©BCA©— SfcfcS, 5 s — 

(3-3) ^-^fff^btffffit^ftS^t^ffl^T^iiiff^ 

•swn^fbu a— »fAc*tbT2iflrrs. 

[0 0 3 6] (4) =L— -tfAdta.— tfBOJE^e^aBf 

(4-1) .BCA^Sx-^KWflSflMBftJlllfflU ^nt^ 
a##t*fflV^Ta.— tfBOJS^Sr^TcL, ^a^Si 
€r«lffiT2>. 

(4-2) DVD-ROM12|*|0DBt^t:^— &anf 
tBCAF*JOr-^ Bf #flsflM8 £ T'Hf^b S ft 
[0 0 3 7] IlCDv'X^ACO^ U -y M4. fltJ^fMUC 

So jH«ts^-^ (*ant^it) ©nt^ftfcffl 

Ilea- »f A tOL— tf B©M#C ioTUtt 
(=BCA©-g££fiJffl) Tab^fOT, fO^I^tfi: 

[0038] z\<Dm (BCApvDT-fmmtmm a 

*§•») DVD-ROM±©BCA^t)^g 

7u{cftamf^ii^*&iWTs«-&fcfc, a-ifiDtM 
#^) tBCA ±<Dmmtmm t&m-? x^mmt Ltc& 

[0 0 3 9] Cut, 3— tfl D£t>Rf^b»;:ffl^-5© 

anient) ^Bt^tbfc*-^ (cwB&^bbfc^s^a 

tft$B<hP?.£t>©<kT-5) DVD-ROMilHKhK 

t^t-^tiit^uiTf-^ (*asg^») 

[0 0 4 0] 5 s —* (*a^«) ICM-r-2>*ffB^<S^ 

[0 0 4 1] ^fflDVD-ROMvXfAWi^LT 
14, ^IS§tBCAOS»4»5ntLSofci^O 

UA^L. fflftKlCttBCA^flcSaESJte^OT?, B C A 
Z%\Z>fztb\ZlZ. f©DVD-ROM5W#T5*. B 

cA-DB*^»s!^s^s©ir. mmmzit+^u 
[0042] w±©<tpic, ^ioni0iita, 




DVD-ROMxXrA^, SsS^ffi^^aBf •Jflllf 

xz-tyf-mmizmK), -t>?-mmT°iz. a.— tf© 

B CAf-? <t*SB£^£5}<a6, BCAf-i-©- SB 

fcLTitO, l*&^£&£cfc?tex-*©im#£t&;^ 
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[0 0 4 4] ±aa©^)BO<3-2) (3-3) K*HT» 
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ft-DT-fm^itmmiz LTmtmmmizMfo-rz'jkm 

ft£t2»LTi5#. ±IE©^)H©(4-l)fC*5ViT, =L- 

5iLTfe, SI«x-^©Bt^b*a.— tfBfitfUcfctfT 
fc*&v><fc -5 ol— tfB^s©^£0TS 

dn{c*fjc-rs8j^itts^-5t>©T»o. sfc&ii 
[0045] ^mm^mmx'it. *v bv—zT- 

«£*>*-**£#-H*£!©g«T?. 
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ibm^ffim L M^.aDVD-ROMOBCAf-J') 
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T't^T5fl<!:?i(t, -fe>^-^BlC. BCAf- 
£&gs LT^-if© B C A^-^ ***^>#g: 
<h. BCAx-*Ti£«^-^£lWtLTiI{fT<5^ 

atsafttt&Writtufco-Tr. ee^*-©BCA^-^ 

Tit -5 £ <fc ^ 5 5!im*^f 6 n«>. 

[0 0 4 8] DVD-ROMyXrA©t>^- 
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[0 0 5 0] DVD-ROM->7.7 i A©-tr>iS'- 
gfitC, BCAx-*©-«£a-1f£-*fc||WJT* 

—9 ©—BBt#*#^* fe ©T«^-r 

[0 0 5 1] DVD-ROMyXfAffflt>^ 

-safe BCAx-^fc^sn*«*H*£--***fc-r 

-r*¥&SRW\ ^*^BIC «^T?-€-©«P^bSti 

t%m&m&-?z>z\£ttnsm\z-x?&2>t£tf>, mmurnw 

— * ©&2*A,£: ^5 i£^££BKttfT&^ft^ck -5 ic L 
[HS©W¥a»lW] 

[01] *^BJ©HSS©^©Bf^bDVD-ROM-> 

[HI2] DVD-ROM©BCA©|»HJia, 

[03] S5IW»SIt>fcDVD-ROM->^fAO 
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